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Introduction

Artificial intelligence (Al) is driving a wave of technological progress, transforming
industries with its capabilities. Whether it is powering everyday voice assistants
such as Siri and Alexa or revolutionising healthcare through disease diagnosis and
tailored online experiences, Al algorithms excel at analysing vast amounts of data,
identify patterns, and make data-driven decisions with remarkable speed and
accuracy. However, this rapid advancement also brings forth complex challenges
in regulating Al technologies effectively, raising concerns about the risks of
uncontrolled Al development and deployment.

The ever-evolving nature of Al technologies introduces new capabilities,
applications, and risks at an unprecedented pace. This outpaces the development
of regulatory guidelines and standards, creating a gap between technological
advancements and regulatory oversight. Regulators face the formidable task of
adapting regulations quickly to address emerging risks and ensure responsible

Al development and deployment.

Adding to the complexity is the lack of consensus on how to define and
categorise Al systems for regulatory purposes. Striking a balance between
overregulation, which could stifle innovation, and under-regulation, which could
enable harm, is crucial. Enforcing regulations is further complicated by the
opaque nature of some Al systems, making it difficult to audit, interpret, and hold
accountable. Furthermore, with Al development and deployment often spanning
geographical borders, jurisdictional issues add another layer of complexity to
establishing effective controls.

This whitepaper delves into these intricate issues, serving as a comprehensive
guide for navigating the regulatory landscape of Al It will explore the current
state of Al regulation both locally and globally, shed light on the challenges in
governing these systems, discuss proposed frameworks for responsible

Al development, and examine the road ahead and what the evolving

Al regulatory environment mean for businesses developing, deploying and
using Al technologies.
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The Current State of Al Regulation - New Zealand

New Zealand currently does not have a single comprehensive Al statute, unlike the European
Union’s recently introduced Artificial Intelligence Act (EU Al Act). In July 2025, the New
Zealand Government initiated its first national Al Strategy: Investing with Confidence, which
focuses on encouraging Al adoption, building trust, and supporting economic development. The
strategy advocates “enabling regulation” instead of prescriptive regulation, with an emphasis on
supporting, and not displacing, existing laws. Important foundational laws, such as the Privacy
Act 2020, the Human Rights Act 1993, the Fair-Trading Act 2011 are still in place and provide a
framework for Al systems to collect, use, or disclose personal information, conduct consumer or
user engagement, and related activities.

These laws provide a baseline level of oversight (e.g. relating to fairness, the protection of data,
and discrimination) specific to Al systems and the use of Al technologies. However, these laws
were not enacted with the novel risks and vulnerabilities associated with Al in mind, nor do
they account for the opacity of Al systems, algorithmic bias, or model drift, which can create
gaps and uncertainty. The government has published non-binding instruments and guidance to
address these gaps.

The Public Service Artificial Intelligence Framework outlines principles, guardrails, governance
expectations, and pillars for program use to enable responsible use of Al for public service
purposes. The vision is that the public service will “model the best practice of Al use” which
include human-centred values, explainability, safety and security, accountability, data protection
and equity.

The Public Service Artificial Intelligence Framework, which discusses particular risks of large

models, hallucinations, transparency, governance and public trust. In the business domain, MBIE
released Responsible Al Guidance for Businesses that sits alongside the national Al Strategy
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and provides practical, voluntary best practices in relation to governance, risk mitigation, data,
design, accountability and alignment with values. The guidance encourages businesses to look
at integrating Al into existing governance processes (e.g. enterprise risk, ethics, oversight) rather
than creating new dual governance structures. These frameworks and guidance are non-
binding; thus, the New Zealand approach is “light-touch, risk-based” regulation where
interventions occur only where harms are likely and users are otherwise given room to
experiment and innovate. To support consistency, the Government has aligned the new
strategy with OECD Al Principles and committed that Al in New Z will be guided by respect for
human rights, transparency, robustness, privacy and accountability.

From a Maori perspective, Al governance must respect Te Tiriti o Waitangi (the Treaty of
Waitangi), and the principles of Maori data sovereignty (or algorithmic sovereignty).

— Equity and fairness: The Crown must ensure that Al regulation does not worsen or
perpetuate inequities affecting Maori communities. Al systems should avoid reproducing
biases, including those in diversity studies that disadvantage Maori.

— Data sovereignty: Maori should maintain Mana Motuhake, retaining authority over data
relating to their people, lands, language, and culture, and actively participate in decisions
about Al projects that impact them.

— Cultural protection: Maori cultural knowledge and intellectual property should be
integrated into Al governance and practices to safeguard Maori significance and prevent
harmful appropriation.

— Meaningful participation: Maori must be consulted and engaged at all stages of Al
governance, including data collection, system design, model development, deployment,
and mechanisms for redress.

— Redress mechanisms: Effective pathways should exist to address instances where Al
systems or policies violate Maori rights or Treaty obligations.
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New Zealand’s approach to Al regulation remains in a period of transition. Although the national Al strategy released
in July 2025 set an overall vision, no Al-specific legislation has yet followed. In September 2025, concern over this
regulatory gap became more visible when more than 20 Al experts published an open letter urging the Government
to move beyond voluntary guidance and adopt binding, risk-based rules similar to the EU’s Al Act. They highlighted
real harms already emerging, including deepfakes, automated online abuse, algorithmic bias, and potential impacts
on Maori communities and called for the creation of a national Al oversight body to strengthen accountability

and public trust. Meanwhile, innovation continues to receive strong government support. In December 2025, the
New Zealand Institute for Advanced Technology launched a discovery phase for a proposed national quantum
technologies research platform, building on earlier investments in Al research and targeting opportunities in
advanced computing, secure communications, and sensing technologies through to mid-2026. Together, these
developments reflect a country balancing rapid Al innovation with a regulatory framework still largely based on
strategy and guidance, while pressure steadily grows for more formal and enforceable protections.

The Current State of Al Regulation - Global

The global regulatory landscape for Al is evolving rapidly, with major global jurisdictions taking significant steps to
address the challenges posed by Al technologies.

The European Union: The EU leads the charge in regulating Al with the recent coming-into-force of the Artificial
Intelligence Act (AIA) aimed at governing the development, deployment, and use of Al systems within its jurisdiction.
This landmark legislation represents a significant step forward in establishing a comprehensive framework for
governing Al development and deployment within the EU. Key provisions of the AlA cover the following:

— Risk-based approach: The AIA adopts a risk-based approach, categorising Al systems based on their level of
risk. Systems that present unacceptable risks (e.g., endangering safety, livelihood, or rights) will be prohibited.
High-risk systems, such as those utilised in critical infrastructure or law enforcement, will be subject to
stringent requirements encompassing risk assessment, data quality, documentation, transparency, human
oversight, and accuracy. Systems posing limited risks are obligated to meet transparency standards to ensure
users are aware they are interacting with Al and not humans. Minimal risk systems can be utilised without
additional constraints. This risk-based approach allows for targeted regulations, focusing stricter controls on
areas with the potential for significant harm while encouraging innovation in lower-risk domains.

— Transparency and explainability: The AIA emphasises transparency in Al decision-making processes,
particularly for high-risk systems. Developers will need to implement mechanisms that explain how these
systems arrive at their outputs and allow for human intervention when necessary, ensuring accountability for
decisions made by algorithms.
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— Data governance and user rights: Recognising data as the fuel for Al, the AIA includes
provisions for data governance. Users will have the right to access data used to train Al
systems that impact them and to request rectification of inaccurate data. Furthermore,
the AIA prohibits the use of certain sensitive personal data in high-risk systems.

— Establishment of the Al Office: The Al Office is a key player in implementing the AlA’s
framework. This central hub will provide information and support on Al regulation for
member states, businesses, and the users. It will assist with enforcement, investigating
potential violations, develop compliance guidance, and foster collaboration between
stakeholders. The office will also monitor Al advancements, identify potential risks, and
promote research in responsible Al development.

The United States (US): The approach of the US federal government towards Al regulation
reflects the current White House administration’s priorities. In July 2025, the White House
published a document titled “America’s Al Action Plan” which focuses on how the US can
achieve global dominance in the Al sector. This includes promoting innovation, creating
domestic Al infrastructure, and enhancing security and military capabilities of the US
government. The previous administration issued an executive order focusing on privacy and
safety standards for Al; however, this order was repealed by the current administration.

The US does not have a singular federal law that governs Al. Instead, regulation in the US is
fragmented, with different states establishing their own Al legislation, leading to inconsistent
regulation across the country. Existing regulations tend to focus on specific applications of Al
such as autonomous vehicles or facial recognition technology, rather than Al. This leaves many
other Al applications with unclear regulatory oversight.

China: China introduced the Interim Measures for the Management of Generative Al Services
in August 2023 to regulate the use of generative Al technology. The measures provide
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comprehensive guidelines to encourage innovation in the generative Al space while providing
specifications for Al generated content in online spaces and focusing on oversight to ensure
compliance with existing legal and administrative regulations.

China has also introduced new national standards to enhance the security and governance
of generative Al. These are the Generative Artificial Intelligence Data Annotation Security
Specification, the Security Specification for Generative Artificial Intelligence Pre-training and
Fine-tuning Data and the Basic Security Requirements for Generative Artificial Intelligence
Service. Additionally, China introduced new labelling rules on September 1st, 2025 which
require Al-generated content to be explicitly or implicitly (within the metadata) labelled.

However, concerns exist. The broad wording around ‘socialist values’ (which features in the
Interim Measures) creates uncertainty for developers and platforms, potentially leading to
excessive self-censorship and hindering innovation. Additionally, the focus on national security
risks over broader ethical considerations can stifle international collaboration in Al research and
development, hindering scientific progress.

Australia: Organisations developing or using Al technologies must navigate existing laws on
data protection, intellectual property, employment, competition, consumer protection and
sector-specific regimes. While Australia does not currently have comprehensive Al-specific
legislation in place, the Australian Government released its National Al Plan on 2 December
2025, which represents a comprehensive roadmap for building an Al-enables economy.

The Government’s new approach will lead to an Al regulatory framework encompassing existing

laws, regulatory guidance, government policy, voluntary Al governance and targeted Al specific
laws where needed.
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The National Al Plan is built on three core pillars:

— Capture the opportunity: building smart infrastructure, backing domestic Al capability and
attracting global investment

— Spread the benefits: through widespread Al adoption, supporting and training Australian
workers, and improved public services

— Keep Australians safe: with legislative and regulatory frameworks that mitigate Al harms,
while promoting widespread responsible practices and international engagement that up-
holds Australia’s values

United Kingdom: The United Kingdom currently regulates Al through a framework built around five
cross-sector Al principles - safety, transparency, fairness, accountability, and contestability which
are applied through existing regulators. Key developments include the Data (Use and Access) Act
2025, which leaves unrestricted the use of copyright-protected material in Al training but requires
government reporting on future policy options; the delayed UK Al Bill (earliest expected in late
2026); and government initiatives such as the Al Opportunities Action Plan (January 2025) and

the Blueprint for Al Regulation, including the proposed Al Growth Lab (October 2025). Additional
proposals like the Frontier Al Bill and Lord Holmes’ private Al Regulation Bill indicate rising
momentum, though major legislative change remains at least a year away.

Regulatory oversight is sector-driven. Financial services regulators (FCA, PRA, BoE) expect firms

to manage Al under existing governance, resilience, and consumer-protection rules, including the
Consumer Duty and Senior Managers Regime. Healthcare regulation is evolving under the MHRA's
Software and Al as a Medical Device programme. The ICO’s Al and Data Protection guidance
requires organisations to conduct robust DPIAs, especially where automated decision-making
affects individuals. Equality bodies emphasise safeguarding against bias under the Equality Act,
particularly for public-sector systems. Other regulators like Ofgem, Ofwat, the Department for
Education, CAP/BCAP are adapting existing obligations to Al, reinforcing that consumer protection,
safety, and fairness duties apply regardless of how Al is used.

Self-regulation

In the absence of comprehensive legal frameworks in many jurisdictions, tech companies are self-
regulating and have established their own Al ethics principles. These principles often focus on areas
like fairness, transparency, and accountability in Al development and deployment. Initiatives like the
Partnership on Al and the IEEE Global Initiative on Ethics in Autonomous and Intelligence Systems
provide platforms for collaboration among industry stakeholders to address ethical concerns and
promote responsible Al use. However, the effectiveness of self-regulation remains a point of
debate. Critics argue that these principles lack concrete enforcement mechanisms and may be
primarily used for public relations purposes.
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Challenges in Regulating Al

While the need for Al regulation is widely recognised, formulating effective comprehensive
frameworks presents a complex set of challenges. This section delves into the key hurdles that
policymakers and regulators face in governing this rapidly evolving technology.

Defining Al: A significant challenge lies in the lack of a universally accepted definition of Al. The
term encompasses a broad range of technologies, from relatively simple rule-based systems to
sophisticated robotics and autonomous systems, making it difficult to establish clear regulatory
boundaries. Defining specific categories of Al systems based on functionality and risk profiles is
essential for developing targeted and effective regulations.

Keeping pace with innovation: Al research and development are progressing at an
unprecedented pace. Regulatory bodies struggle to keep pace with this rapid evolution. By
the time a regulation is established, the technology it targets might have already undergone
significant advancements, potentially rendering the framework obsolete. Moreover, the
emergence of Generative Al (GAI) adds another layer of complexity. GAI systems have the
capability to generate entirely new datasets, such as images, text, or code, further accelerating
the pace of innovation. Regulatory frameworks need to consider how GAl-generated data

will be managed, used, and potentially misused. This necessitates a more flexible approach to
regulation, one that is adaptable to continuous change in Al technology.
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Data privacy: Many Al systems rely on vast amounts of data to function effectively. However,
this data often contains sensitive personal information where there is a heightened risk of data
breaches, unauthorised access, and misuse of personal information. This not only poses a threat
to individuals’ privacy but also undermines trust in Al technologies. Ensuring the protection

of personal data, maintaining data security, and addressing privacy risks associated with Al
applications are essential considerations in regulatory efforts. Regulations need to establish clear
guidelines on data collection, storage, and usage to ensure user privacy is protected without
hindering Al research and development.

Overlapping legal considerations: The pervasiveness of Al makes it a technology that intersects
with numerous existing regulatory areas. In addition to privacy concerns, Al applications might
raise issues related to intellectual property (IP) and copyright, human rights, and discrimination
law. The specific legal considerations will vary depending on the industry, product, or service in
which Al is used. For example, self-driving cars raise questions about liability in accidents, while
Al-powered recruitment tools need to comply with anti-discrimination laws. This complex web
of overlapping regulations presents a challenge for both developers and regulators. Establishing
a clear framework for navigating these different legal considerations is crucial for responsible Al
development and deployment.
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Innovation vs. risk: Balancing regulation is a critical challenge, as regulators must avoid both overregulation

and under-regulation. Overly stringent regulations could stifle innovation, deter investment, and hinder the
development and adoption of potentially life-changing Al applications. On the other hand, under-regulation
could allow for unethical or harmful uses of Al to flourish. Finding the right balance that encourages innovation
while prioritising ethical principles is an ongoing process, but it is crucial for ensuring Al benefits society without
unleashing unintended consequences.

The ‘black box problem’: Enforcing regulations becomes particularly challenging when dealing with complex Al
systems, especially deep learning algorithms, which can be opaque in their inner workings and decision-making
processes. This inability to see how deep learning systems make their decisions is known as the ‘black box
problem’. These complex systems have numerous interconnected layers that analyse data in intricate ways. This
makes it difficult to pinpoint exactly how raw data is transformed into the final decision. Unlike simpler models of
Al, deep learning finds patterns that are non-linear and statistical, further obscuring the reasoning process. The
massive datasets used in training also make it challenging to pinpoint how individual pieces of data influence the
outcome. This lack of transparency can hinder explaining decisions, detecting bias, and debugging errors.

Dangers of Al bias and discrimination: Al systems are susceptible to perpetuating biases that exist in the data they
are trained on. If training data reflects societal prejudices, the Al system might inherit and amplify these biases.
This could lead to discriminatory outcomes in areas like loan approvals, job hiring, or facial recognition software.
Regulatory frameworks need to address the potential for bias in Al development and deployment, ensuring fairness
and non-discrimination in Al decision-making processes.

A globalised challenge with localised rules: The global nature of Al development and deployment poses a
significant challenge. Unlike many technologies, Al systems can be designed in one country and then readily
deployed and utilised across borders. This creates a situation where a single Al system might be subject to the
regulations of multiple countries, depending on where it is developed, used, or even stores data. This lack of
uniformity leads to a critical need for international cooperation and harmonised regulations. Without consistent
oversight across borders, enforcing regulations becomes a challenge, and jurisdictional issues arise. Determining
which regulations apply and which enforcement bodies are responsible for specific Al systems becomes a
complicated question with potentially conflicting answers depending on location.
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Navigating the Landscape: Approaches and
Proposals for Responsible Al

The concept of ‘responsible Al' has emerged as a guiding principle in Al governance,
emphasising the development and utilisation of Al in alignment with ethical standards.
Responsible Al focuses on mitigating risks and maximising societal benefits while fostering
innovation. This includes ensuring Al systems uphold fairness, transparency in decision-making,
and accountability to human oversight. Several approaches and proposals are being explored to
achieve this:

Application-centric regulation: One approach focuses on regulating specific Al applications rather
than attempting to define and regulate Al as a whole. This allows for tailored regulations based on
the potential risks associated with different applications. For instance, regulations for autonomous
vehicles would likely differ significantly from those governing recommendation algorithms.

Risk-based approaches: Risk-based approaches categorise Al systems based on their potential
for harm. High-risk applications, such as autonomous weapons systems or Al-powered medical
devices, would face stricter regulations compared to lower-risk applications like chatbots or
recommendation algorithms. This approach allocates resources efficiently and avoids stifling
innovation in low-risk areas.
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Transparency and accountability measures: Regulations are increasingly emphasising the need
for transparency and accountability in Al development and deployment. This could involve
requiring developers to explain how their systems arrive at decisions, implement fairness checks
to mitigate bias, and establish clear lines of accountability for unintended consequences.

Global coordination and harmonisation: The global reach of Al necessitates international
cooperation in developing regulatory frameworks. Without it, companies could exploit loopholes
and differing regulations could hinder interoperability. Sharing best practices across developed
and developing nations can accelerate responsible Al advancement. Multilateral agreements,
international standard-setting bodies, and knowledge-sharing platforms are all crucial tools for
building a unified front for responsible Al.

Independent oversight and testing: Independent oversight bodies can play a vital role

in ensuring compliance with regulations. These bodies could be tasked with auditing Al
systems, investigating potential violations, and providing guidance to developers. Additionally,
establishing independent testing procedures for Al systems before deployment would help
identify and mitigate risks before real-world application.
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The Road Ahead: Collaboration and Continuous
Compliance for a Responsible Al Future

The path towards effective Al regulation is a complex and ongoing journey, demanding cooperation from a
diverse range of stakeholders. Policymakers must be at the forefront, crafting clear and adaptable frameworks
that prioritise the ethical principles of responsible Al. Industry leaders, alongside developers and researchers,
hold the responsibility of embedding these principles into the design, development, and deployment of Al
systems. Finally, Al users serves a vital role in empowering themselves and holding these actors accountable for
responsible use of this powerful technology. While establishing clear and adaptable legal frameworks remains
crucial, the work does not stop there. Businesses must proactively stay informed about evolving regulations,
fostering ethical Al cultures, and continuously audit practices for compliance.

What does this mean for businesses?

The evolving landscape of Al regulation presents both opportunities and challenges for businesses developing,
deploying, or using Al technology. Clear and consistent regulations can boost public trust in Al technologies,
leading to wider adoption by consumers and businesses alike. This can open up new markets and revenue
streams for businesses. Furthermore, a level playing field with clear boundaries for responsible Al development
can give businesses a competitive edge globally.

However, navigating this new landscape also presents challenges. The patchwork of international regulations and
the rapid pace of change can be tricky to manage. Businesses may struggle to keep up with evolving compliance
requirements across different jurisdictions. Moreover, businesses that trade in the EU are required to comply
with the AlA for their operations undertaken on European soil since the Act came into force in 2024.Staying
ahead of the curve and continuously adapting responsible Al practices will be crucial for long-term success.
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How businesses can take action:

— Advocate for clear and adaptable regulations: Businesses can engage with policymakers
to shape a national framework for Al regulation that fosters innovation while prioritising
responsible development.

— Invest in responsible Al practices: Building a culture of responsible Al within the
organisation is key. This involves implementing fairness checks to mitigate bias in

algorithms, ensuring transparency in decision-making processes, and establishing clear
lines of accountability.

— Stay informed and adapt: Continuously monitoring regulatory developments and adapting
practices to remain compliant will be essential. Participating in industry discussions and
collaborating with other businesses can be valuable resources.

By embracing these opportunities and proactively navigating the challenges, businesses can
ensure they are well-positioned to thrive in the age of Al. Responsible Al development can be a
source of competitive advantage, fostering trust and innovation for a successful future.
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